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November 21, 2025

1 / 22



Overview

• ECDSA

• Secret Sharing

• Oblivious Transfer

• The Simplest OT

• Beaver MtA with OT

• VSOT

• Corallated OT

• KOS protokolü

• MtA

• İmzalama Şemaları
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ECDSA
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Public Key ve R paylaşımı

• pk ve R değerleri DH exchange ile oluşturulur.
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(2,2) DKLs Mantığı
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Oblivious Transfer
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The Simplest Protocol for OT - Tung Chou and Claudio Orlandi
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Beaver MtA Tecnique with OT

Protokol: İspat:
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Halledilmesi gereken sıkıntılar

• DH anahtar değişiminde anahtar parçasını diğer kişiden alan ilk kişi, ortak anahtarı
manipüle edebilir.
Çözüm → Modified DH ve Commitment Scheme

• DH anahtar değişiminde partilerden biri karşı tarafa, elinde olan gizli anahtara denk
gelen farklı açık anahtar gönderebilir.
Çözüm → Discreate Logarithm Zero Knowladge Proof

• OT sırasında gönderici bilerek yanlış mesaj gönderip protokolün doğru çalışıp
çalışmadığına göre karşı tarafın bitini öğrenebilir. (Selective failure attack)
Çözüm → Encoding Scheme

• MtA protokolünde partilerden biri girdileri yanlış girebilir.
Çözüm → Maskeleme
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VSOT
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Corallated OT - F ℓ
COTe fonksiyonu
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KOS Setup

• KOS Setup ve KOS Extension protokolleri yukarıdaki F ℓ
COTe fonksiyonunu

gerçekleştirir.

KOS SETUP PROTOKOLÜ

Alice - Receiver Bob - Sender

Corellation vector: ∆← {0, 1}κ Two random seed elements:
s0i ← Zq

s1i ← Zq

For all i take: s∆i
i

Output: s∆ = {s∆i
i }i∈[1,κ] Output:

s0 = {s0i }i∈[1,κ]
s1 = {s1i }i∈[1,κ]
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KOS Extension

Alice
inputs: α ∈ G1 × G2 × · · · × Gℓ,
∆ and s∆

Bob
inputs: ω ∈ {0, 1}ℓ, s0 and s1

γext ← {0, 1}κOT

w := ω||γext

w := Bits−1(w) ∈ Z2ℓ′

v∇ :=
(
PRG(s∇i )

)
i∈[1,κ] v0 :=

(
PRG(s0i )

)
i∈[1,κ]

v1 :=
(
PRG(s1i )

)
i∈[1,κ]

ψ := transpose(v0)
u := {v0i ⊕ v1i ⊕ w}i∈[1,κ]
χ := {H(j ||u)}j∈[1,ℓ′]
w ′ :=

⊕
j∈[1,ℓ′]

wj · χj

ψ′ :=
⊕

j∈[1,ℓ′]
ψj ∧ χj

Send these trible to Alice (w ′, ψ′,u)
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z := {v∆i
i ⊕ (∆i · ui )}i∈[1,κ]

ζ := transpose(z)
χ := {H(j ||u)}j∈[1,ℓ′]
z ′ :=

⊕
j∈[1,ℓ′]

ζ j ∧ χj

If z ′ ̸= ψ′ ⊕ (∆ ∧ w ′) abort

tA := {H |αj |/κ(j ||ζ j)}j∈[1,ℓ]
τ := {H |αj |/κ(j ||(ζ j ⊕ ∇)) − tAj +
αj}j∈[1,ℓ]
Send τ to Bob

tB :=

{
−H |τ j |/κ(j ||ψj) eğer wj = 0

τ j − H |τ j |/κ(j ||ψj) eğer wj = 1
j∈[1,ℓ]
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πMul Protokolü

• Bu protokol Alice ve Bob’dab sırasıyla α ve β değerlerini alıp bunları toplamsal
paylara dönüştürür.

• Bob’un bitlerini direkt vermeyip aşağıdaki encoding scheme ile maskeleriz.

Algoritma: Encode(gR ∈ Zκ+2s
q , β ∈ Zq)

1) gR ← Zκ+2s
q : Public rastgele vektör

2) γ ← {0, 1}κ+2s

3) Output Bits(β − ⟨ gR , γ⟩)∥γ
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Adım Alice
Girdi: α ∈ Zq

Bob
Girdi: β ∈ Zq

1 Rastgele α̂← Zq seçer.

α = {α∥α̂}j∈[1,2κ+2s]

ω = Encode(gR , β) hesaplar.

2

gG = {2i−1}i∈[1,κ] g = gG∥gR : Katsayı vektörü

3

Alice gönderici olarak α, Bob alıcı olarak ω değerlerini F ℓ
COTe’ye

gönderir.
Her iki taraf aşağıdaki değerleri alır:

Alice:
{
tA∥t̂A

}
j∈[1,2κ+2s]

Bob:
{
tB∥t̂B

}
j∈[1,2κ+2s]

4

Ortak rasgelelik elde edilir: χ, χ̂← H2(transcript)
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5 Her j için:

rj = χ · tAj
+ χ̂ · t̂Aj

ve
u = χ · a+ χ̂ · α̂

hesaplayarak
(u, {rj})’yi Bob’a gönderir.

6 Bob, her j için doğrulama yapar:

vj · tBj
+ χ̂ · t̂Bj

?
= ωj − u · rj

Eşitlik sağlanmazsa protokolü red-
deder.

7 Sonuç:

tA =
∑
j

gj · tAj

Sonuç:

tB =
∑
j

gj · tBj
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(2,2)-ECDSA Setup
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(2,2)-ECDSA Signing
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(2,n)-ECDSA Setup
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(2,n)-ECDSA Signing
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