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e ECDSA

® Secret Sharing

® Oblivious Transfer

® The Simplest OT

® Beaver MtA with OT
e VSOT

e Corallated OT

e KOS protokolii

° MtA

® Imzalama Semalarn
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Algorithm 1. Gen(1%):

1) Uniformly choose a secret key sk — Z,.
2) Calculate the public key as pk :=sk - G.
3) Output (pk.sk).

Algorithm 2. Sign(sk € Zg, m € {0,1}*):
1) Uniformly choose an instance key k «+ Z,.
2) Calculate (ry,7y) = R:=Fk-G.
3) Calculate
H(m)+sk-r,
]‘.
4) Output o := (sig mod ¢.r, mod q).

sig :=

Algorithm 3. Verify(pk € G.m.o € (Z,.Z,)):
1) Parse o as (sig, 7).
2) Calculate
oty g HO) G
sig

3) Output 1 if and only if (+2, mod ¢) = (7, mod g).
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Public Key ve R paylasimi

® pk ve R degerleri DH exchange ile olusturulur.

pK paalc@rm;

Alice
.DA( = SKA 'CC)

pk = kA'DB

DA

PR YO

Bob
SkBeé- ZGI
DB::SKg . C,.)

R poylasim

Alice Bob
kB G Zc{

kke'f— 217
kg'c’)

Dk:z KA-G) DB'

DA

¢ Dg
P\::kA‘DB KT

kg Dy
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(2,2) DKLs Mantigi

K:KA‘kB 541:5’4,445&@
kfc l’\g Kx —Kg
MiA Mt A
S, s ,
2 tg ta 12

Big = HM A+ sigg = tm) 4y + -tp"
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Oblivious Transfer

OT functionality

Sender Receiver

Input: (mg, m1) Input: b € {0, 1}
(mo, m1)

Output: nothing, L Output: my,

Does not know: mq_y
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The Simplest Protocol for OT -

Tung Chou and Claudio Orlandi

Sender Receiver
Input: (Mo, M1) Input: ¢
Output: none Output: M,
a < Zp b+ Zp
A=g"
if c=0: B=g"
if c=1: B= Ag"
) B
ko = H (B") kr = H(AY)
B a
ki=H((3)")
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Beaver MtA Tecnique with OT

Protokol:
%Q b Alice
" °‘=(“/-( o G0)z
S“’S””'/SJ’% <TK
N 1 o 1 Qo
&= S° / +'° = bts. - Bl chese £oq
£°= ) £ =2'bes, ﬁa:
£° -S:\, ) tal=2"b+s, 42
Li=sg,y t=t'bese iy chme £
el £
g2 st X=2 L
i= =3

ispat:

.1+t/_

72(1, 21+ ;) —

p—1
l‘a’f

i=0

p—1
b Z - 2¢
i=0

ab

'D
,_.

w
Il
=}
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Halledilmesi gereken sikintilar

® DH anahtar degisiminde anahtar parcasini diger kisiden alan ilk kisi, ortak anahtar
maniptile edebilir.
Coziim — Modified DH ve Commitment Scheme

® DH anahtar degisiminde partilerden biri karsi tarafa, elinde olan gizli anahtara denk
gelen farkli agik anahtar gonderebilir.
Coziim — Discreate Logarithm Zero Knowladge Proof

e OT sirasinda gonderici bilerek yanlis mesaj gonderip protokoliin dogru ¢alisip
calismadigina gore karsi tarafin bitini 6grenebilir. (Selective failure attack)
Co6ziim — Encoding Scheme

e MtA protokoliinde partilerden biri girdileri yanlis girebilir.

Coziim — Maskeleme
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VSOT

Sender Receiver
Two messages Choice bé%
«°, ol we §0o,1
be2Zgq B
B=bg ——= 5  DL-ZKProve (B)

o Qe Z

/1':H(b'A) # A= (qu:) +w-B
Ple=t(b(A-BY) = H(aB)

Compute a challenge:
g =H(H(M)) @ HH() —E—
) Compute a response
N A =T €
Abort 1;( N PN @ (wee)
£ RS o\ (!
MY ey if
H(f“)J Does aot match the
one cakulated self

Abort i
£+ H(H(F)) @ KH(AM)

Poblic Key ) Pod Transfer  Verification
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Corallated OT - F¢yy. fonksiyonu

Sende

ke G rbyx - xGy . cor relation

tsg T G xGyx - xXGy

Out fUJC ts

ReceIver

weioA{(;cmme

if w,=0 — {:5(‘/

i ow =1 — o« -ts;

which means :
'ER 5 E Wb oy, — -(:SLYS
Ouﬂwb tK
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KOS Setup

e KOS Setup ve KOS Extension protokolleri yukaridaki ]-"go-re fonksiyonunu
gerceklestirir.

KOS SETUP PROTOKOLU

Alice - Receiver Bob - Sender

Corellation vector: A < {0,1}" Two random seed elements:
0
s,-1 — ZLgq
Si + Lg

For all i take: s,-A’

Output: s2 = {SiAi}I'E[l,K] Output:
s ={sP}iemn
st = {SI;L}I'E[].,I{]
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KOS Extension

Alice Bob
inputs: o € Gy X Gy X - -+ X Gp, inputs: w € {0, 1} s® and st
A and s?
,Yext — {O 1}I€OT
w = wl|y%
w = Bits ! (w) € Z,¢
- (PRG(SiV))ie[l,/-c] v = (PRG I)>/€[1,n]
v! (PRG ))IE[l,n]
P :transpose( 9)
u:={v) v} O whiep
X = {H(/HU)}Je[w
wii= @ wj-x;
JE[1.]
V= @ ¢;Ax;
jen]
Send these trible to Alice (w’, 1)’ u)
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A S, (A ul)}lE[l k)
spose( )
(JH u)}jeq,e)

I
r—rr-“—«

Im~

N\XJ\N

If 2 £ & (A A W) abort

a = {HN5(11¢)  era

7= (HR(]|(¢; & V)) -

Q;j} el
Send T to Bob

ta +

T — I/ (llgs;) - eger wj =1

HImil/(j|4p))

egerw; =0

J€[1.4]
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mmu Protokolu

® Bu protokol Alice ve Bob'dab sirasiyla a ve 8 degerlerini alip bunlari toplamsal
paylara donusturtr.

® Bob'un bitlerini direkt vermeyip asagidaki encoding scheme ile maskeleriz.

Algoritma: Encode(g® € Z;72°, 8 € Z,)

1) gR < Z£2s: Public rastgele vektdr
2) v {0, 1}r+2
3) Output Bits(8 — (", 7))lly
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Adim | Alice Bob
Girdi: a € Zgqg Girdi: 8 € Zg
1 Rastgele & < Zq seger. w = Encode(gF, 3) hesaplar.
o = {OéH@}je[l,zmzs]
2
g€ = {2"_1},-6[1’,{] g = g%||gR: Katsay vektorii
3
Alice gonderici olarak «, Bob alici olarak w degerlerini féOTe'ye
gonderir.
Her iki taraf asagidaki degerleri alir:

Alice: {tAHtA}je[l,2n+2s] Bob: {tBHtB}je[l,2ff+2s]

4

Ortak rasgelelik elde edilir: x, { < H?(transcript)

16/22



Her j icin:
n=x-ta+X-ty

ve
u=yx-a+x-a

hesaplayarak

(u,{r;})'yi Bob'a gonderir.

Bob, her j icin dogrulama yapar:
A s 2
vi-tg +X-tg =wj—u-rj

Esitlik saglanmazsa protokolu red-
deder.

Sonug:

tA:ZgJ'tAJ
J

Sonug:

tB:ZgJ”tBJ
J

17/22



(2,2)-ECDSA Setup

Alice

sk, 2Z
Pk::!: Ski“C’\

C—= Commit (Pk/\\
DL-2KP (skA « pub, A sk Q)

c
—

k
P B

k
PR A

Bob

skg < Zq
PKB':Stﬂ G

open ()2 pha
DL-2KP (sk,: pob, L5k, &)

pk=sky pka
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(2,2)-ECDSA Signing

Common Inputs me{01}" pkeG R ] I=tR
e i A i
Private Input sk, € Z, Private Input sk, € Z, : 0 := té_¢/kg
Algorithm ¢,k «+ Z, . Algorithm ky < Z, m' = H(m) | m' == H(m)
R' =k D, D) i= [ sig, == m‘-t&-&-rx-ti : sigB::m'»0+rx-té
AR r=tgpk—£2.¢ ' r=g£.6-¢pk

< 1/k, 78 = H(I'?) +sig, @ sigi=sigy s —H(I"?)
— tl T
§ | 0= (sig mod ¢, mod q)
<« sky/k, I S
i abort if Verify(pk, o) # 1
— 2
Output o€ (Z,Z)

Fig. 1: Illustrated Two-party Signing Scheme. Operations are

T Ty) =R color-coded according to the logical component with which
they are associated: Multiplication, Instance Key Exchange ,
< (B.Dy) Consistency Check , and Verification/Signing . We specify how to

“BLX abort if 0 instantiate the multiplication subprotocol (m\M) in Section VI-B.
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(2,n)-ECDSA Setup

P ?d'
sky«—2Zq

pkii=sky -G ce
cy i= Commet (pi) _
PR -5

Pk

? Pt
open(c;) = pk; —H—

np=DL2KP (pLy)) ————

2kverify (n)) 21 —D—

: n
Al parfies  calculate ?kf:Z‘PkL

i=

Pile\i= apx+ sk B ) N
A P (1)
Pl =27 (1)
J=1
T, = pld-6 —
-

All parties check for vel2,n]

1
Neen, i Tt Tt M, -0 = PK
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(2,n)-ECDSA Signing

Alice Bob
Lagrange coefficent : dag  Lagrange coeffient : Mag
t: = >‘AE . F(A—\ '{:g = >\BA . F(B\
k/:\l — Zq Dg ks <« Zq
R'.= kAl'DB I DB!:kg'(_’)
kr=H(R) 4k,

CP+‘— — | B|e— -1
ka Mul kf
é,,f «— It aB-t] — £y
EN

A Mol f
" o}

,Li“* <«— |8 aB-t| 5 ég

T:; — | & Bl <— i

N Mul k8

t, — t aB-t| 5 {i"’

9% L 20 2b
LAi—_‘J(j: +":ib g ‘kg = +’B +‘l:]3
K!:kA-DB %R K::H(K\}'Dgﬂ'f{‘

n
m=DLZKP(R) — A 2RVerify (ng) 2 1

(r‘,\]r;\.:f( (I"MF;_\L: R 21/22



Output o€ (2,Z,)

Fig. 1: Illustrated Two-party Signing Scheme. Operations are
color-coded according to the logical component with which
they are associated: Multiplication , Instance Key Exchange ,
c eck , and Verification/Signing . We specify how to
1nstant1ate the multlphcatlon subprotocol (7wyr) in Section VI-B.
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