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ECDSA

Algorithm 1. Gen(1%):

1) Uniformly choose a secret key sk «— Z,.
2) Calculate the public key as pk:=sk- G.
3) Output (pk, sk).

Algorithm 2. Sign(sk € Zg,m € {0,1}*):

1) Uniformly choose an instance key k < Z,.
2) Caleulate (ry,ry) = R:=k G.

3) Calculate

H(m) +sk-r,

k
4) Output o := (sig mod ¢,r, mod q).

sig =

Algorithm 3. Verify(pk € G,m.o € (Zy,Z,)):
1) Parse o as (sig,rz).
2) Calculate
() = R o ) Gt e p
sig

3) Output 1 if and only if (+}, mod ¢) = (r, mod g).
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(t,n)-ECDSA Idea

ECDSA sign is
sk

~H(m)+?~rx

sig =

x| =

4/27



(t,n)-ECDSA Idea

ECDSA sign is
. 1 k
sig = ;~H(m)+%-rx
We will split the secret parameters of signature into t additive pieces such that

%:Zv,— %:ZW,' where |P| =t

ieP iepP

4/27



(t,n)-ECDSA Idea

ECDSA sign is
. 1 sk
sig = ;~H(m)+?-rx
We will split the secret parameters of signature into t additive pieces such that
%:Zv,— %:ZW,' where |P| =t
icP icp

The i'th party knows v;, w; and no other party knows these values.

4/27



(t,n)-ECDSA Idea

ECDSA sign is
. 1 sk
SIg—;~H(m)+?'rX

We will split the secret parameters of signature into t additive pieces such that
1 sk
;—Zv,- 7—ZW,' where |P| =t
ieP ieP

The i'th party knows v;, w; and no other party knows these values.
i"th party calculates
sig; = vi - H(m) + w; - r,

4/27



(t, n)-ECDSA Idea

ECDSA sign is
. 1 sk
sig = ;~H(m)+?-rx
We will split the secret parameters of signature into t additive pieces such that
%:Zv,— %:ZW,' where |P| =t
icP icp

The i'th party knows v;, w; and no other party knows these values.
i"th party calculates
sig; = vi - H(m) + w; - r,

and the original signature will be

sig = Z sig;

ieP

4/27



(t,n)-ECDSA Idea

ECDSA sign is
. 1 sk
sig = ;~H(m)+?-rX
We will split the secret parameters of signature into t additive pieces such that
%:Zv,— %:ZW,' where |P| =t
icP ieP

The i'th party knows v;, w; and no other party knows these values.
i"th party calculates
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and the original signature will be
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ieP

Nobady can learn the secrets sk and k in this process, only the signature is created.
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Oblivious Transfer

OT functionality

Sender Receiver

Input: (mg, my) Input: b € {0, 1}
(mO: m1 )

Output: nothing, L Output: my,

Does not know: mq_y
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The Simplest Protocol for OT - Tung Chou and Claudio Orlandi

Sender Receiver
Input: (Mo, M7) Input: ¢
Output: none Output: M.
o+ Zyp b+—7Z,
A=g"

ifc=0: B=g"
ife=1: B= Ag®

ko = H (B%) kr = H(A")
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Beaver MtA Tecnique with OT

Protokol:
ob Alice
b 0\:(&,4 .. Gp)2
S0,51) ++ 1Spy <R
=5, ) h,_ bese chose
Go=sy ) &'=2'bes,

£°=s, ) t'=2"b+s, chgose

“v 1 {
Li=sy ) k=2 best

chsge €,
7 yal
;:-Z_ s¢ x=2_ "
=0 =

to
chise &40
*4 '2.

ispat

p—1

1+1;—Zta’ 72
*Z a; - 2'b+s;) —
=1
J)Z([g'Qi
i=0

= ab

'D
,_‘

I
o
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Sender
Two messa%,s
BCG/OC'
be2Zgq 2
B=bG —E

A
P S

Compute a challenge:
= H(H(S)) @ HiH() —E

I

PV

TRRIR)

Abort if
£ HE ()

VSOT

Receiver

Choice. b¢
we o1

DL-ZKProve (B)

Qe'zq
A= o-G+wB
f‘”:: H(Q'B)

Compute a response
Fi=Hlp) e (wee)

Abort if
H(/:“’) ) Does not match the
one calkulated itself

Abort 1f
& % H(H()) @ H(R(AM)

Public Key ) fad Transfer  Verification
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Corallated OT - F¢o. fonksiyonu

Sendo™

Receiver
correlation + X
K e Gp xbyx kG 7E{ we§o il choice
—> if w; =0 -ts;
+/5<T Cﬁ{ KC’\LX'“KGA('% CoT hc - =
> if wi=1 — & -ts

which mean's @

te EWL'&L—'EsL?S
Output tg

Duﬂ;vt ts
le[4,4)

JQS+{;R= W ¥ L
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KOS (Keller, Orsini, Scholl) Setup

® KOS Setup ve KOS Extension protokolleri yukaridaki Féor. fonksiyonunu

gerceklestirir.

Alice Bob
A« {0,1}" s 7,
VSOT &Y, st sk Zg
For all 7 take: .5?‘1
output: output:
= {s; Yieltn 5% = {s]}icin

1— {5-3}1'61.&]
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KOS Extension

Alice Bob
inputs: o € Gy x Gy x -+ x Gy inputs: w € {0,1}¢, s° and s*
A and 52

A {0,117

W i w|ye

w = Bits™! (w) € Z§,
vA = (PRO(s™)), 0, (PRG:ZY = Zy) v0:= (PRG(s))
v!:= (PRG(s}))

ie(1.n)

i(1.n)

transpose(v®) € Z§

(a1, 1)
o & (A ui) hicn
ranspose(z) € Z&,
ta = {HGIC) bena
7= (G & A)) — b + 0 e
.

o [l i =0
= Hilly) wy =1 f

output tp

output: t,

tattp=w*a

11/27



Why Consistency Check works?

We need to show that: 2/ =’ & (A - w')
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<

T

-
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Topmyl - TWo-party Multiplication

Alice Bob
a« Zhand a4+ 7} B« {01}
o= {ladseg 1o 1 {adadee b= {<g {Brews }Je;é;>},e[u.o
a —+ —
, ,
wa — CoTe — wp
{h;”\iA;}KU =wy {iB]H\éB.] }]é[n]:ws
= o ——
icll
oA )
i}

A= {a'ﬂ Ve + el 8 iAlSﬂ} 7g 1= {bm Vager t 2 ge 8 ialsw}

i€[0,£) i€[0,6)

Zp+zg=a-b 16/27
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=a-b—5-b+> g (2a+2s)
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i i

By COT Za,i, 25 ve Za,i, 2p satisfy

Bob checks that:

at+ipg=3-B, Za+izg=4-p

LHS of Bob’s equation:
r+ Z(fq Zgi+ % 2pi) = ZYG (2 + ZB,i) + Ri - (24, + 28.i)
:Z)?i'éi'ﬂi"')?['éi'ﬁi

:Zﬁi'()?i'gi‘F)A(i'éi)
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I’+§ Xi'ZB,i+Xi'ZB,i:E Bi - uj
i i

By COT Za,i, 25 ve Za,i, 2p satisfy

Bob checks that:

at+ipg=3-B, Za+izg=4-p

LHS of Bob’s equation:
r+ Z(fq Zgi+ % 2pi) = ZYG (2 + ZB,i) + Ri - (24, + 28.i)
I :i)?,"é',"ﬂi-F)A(['éi'ﬁi
= Z,B; (X &+ X&)
= Z/Bi “ U
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t-party Modular Inverse Sampling

® Each party P; for i € P samples ki <— Zq and a pad ¢; < Zg, set these values
as ¢ = {ki, %} and commit the pad ¢;
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t-party Modular Inverse Sampling

® Each party P; for i € P samples ki <— Zq and a pad ¢; < Zg, set these values
as ¢ = {ki, %} and commit the pad ¢;

® For p € [log, t]:
® For each pair of parties P;, P; in each contiguous non-overlapping subgroup of 2
parties from P, if P; and P; have not previously interacted during the course of

this invocation of m}¢, then they send
(¥f) and (yf)
to J:QZPMHP respectively, and receive

(¢fY) and (¢0).
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t-party Modular Inverse Sampling

® Each party P; for i € P samples ki <— Zq and a pad ¢; < Zg, set these values
as ¢ = {ki, %’} and commit the pad ¢;
® For p € [log, t]:
® For each pair of parties P;, P; in each contiguous non-overlapping subgroup of 2
parties from P, if P; and P; have not previously interacted during the course of
this invocation of 7/, then they send

(@) and (uF)

to J:QZPMHP respectively, and receive
(€2) and ().

® Each party P; privately computes 1/;[’.’+1 to be the element-wise sum of its output
shares for round p:

P+l _ psJ
W= >0 <

jepe! ee[2]

where PP C P is the subgroup with whom P; interacted in round p such that
|PPi| = 2P~
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Step-2 (4 Party Example)

Al
Y —
e
Py

A 2
\{}4 = '54

(%, %)
Sl R
P4 4
\P{s - $41,3+ ‘.F:-II\‘

PG(HCS

-
(?4 /'Pg—\

1
«— ¥,
ioa| s ot

2

Paf+l€5

togethr two by two.

come
?3/?43
1 ¥, '
e [l S
! 4
73 A P‘r
) , 1,3
Wf!: ?1 W;::’&‘" \V’-;: ’F‘r
come. (:OgL@LNJ" four b(él L
(P4/ ?2/ ?3/ PZ(*\
(?4/&{3 (PL/%) (& ' ?4)
4 H.—»'i’i \7%1‘3 : :‘ng :;“::;gz
?l: Pal. PZ"
2 21 oLl v o
AT A Yo+ T,

3 &
\{IL!: fy_ _k'?l
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ANEARETA

N

(W) - (Y

khl’ ‘{’31 + “('41' ‘PL Bl q',zl' %o_ -+ q’f

S
\

;‘f+ 21 " ,?9—/;4’?

2
-,

14

+ % +§
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10 Party Example

L—ba-',L grouP

@) (P (B, (B, R
L-by 4 groop

(P4 P Py P (s, Pe; P2, s)
(TENNCHA (% ,Py) (%5, Ps)
@A (%F) (Po,f2)  (B,Ps)
€-by-3  grop

(P47 1P, Py B, P, 2 70
(B8 (B0, (2, Fa) (B, P0)
(22,%), (1,20, (/) (2, 7s)
(?3 ,?5) " ”y?/,\ / (f—yfﬂ/ (15,71!)
@, fo) 0 (0,78, (5,5, (1, 7s)

10»1»1~ 10

(P, P2 1Py Boy B, P, 70 s, o)

(P»‘)P@\ ) “’1;1)40)
(Pa.;P@X ] (PL)P“’)
(%, ,P) (B, o)
(B,5) (5, )
(PS/P@\ ) (PSrP“)
(%, P2 ) (%, Ph0)

(PP ) (B o)
RN

(P5 / Pm\

(Ps, fio)

(s, P)
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t-party Modular Inverse Sampling

® Each party P; sets {u;, V;} = 1/1,“°g2(m“ and so

Zu,'ZHk; and Z\Z':H%.

icP icP icP iep '
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t-party Modular Inverse Sampling

® Each party P; sets {u;, V;} = 1/1,“°g2(m“ and so
. oi
P = ki P = -
Z u H and Z 1% H p
ieP ieP ieP ieP
Consistency Check:
® Each party P; computes R; := u; - G and commits R;
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t-party Modular Inverse Sampling

® Each party P; sets {u;, V;} = 1/1,“°g2(m“ and so

. o
up = ki and v, = —.
Consistency Check:
® Each party P; computes R; := u; - G and commits R;
® Upon being notified of all other parties’ commitments, each party P; open
commitment of R;. Then each party computes

R:=> R,

JEP
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® Each party calculates '} := ;- R and commit I'}.

® Upon being notified of all other parties’ commitments, each party P; open
commitment of (¢:, ).
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R:=> R,
JEP
® Each party calculates '} := ;- R and commit I'}.
® Upon being notified of all other parties’ commitments, each party P; open
commitment of (¢:, ).
® Each party calculates
¢:=1] %
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and aborts if the pad is equal to zero, or if
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t-party Modular Inverse Sampling

® Each party P; sets {u;, V;} = 1/1,“°g2(m“ and so

. o
up = ki and v, = —.
Consistency Check:
® Each party P; computes R; := u; - G and commits R;
® Upon being notified of all other parties’ commitments, each party P; open
commitment of R;. Then each party computes

R:=> R,
JEP
® Each party calculates '} := ;- R and commit I'}.
® Upon being notified of all other parties’ commitments, each party P; open
commitment of (¢:, ).
® Each party calculates
¢:=1] %
jeP
and aborts if the pad is equal to zero, or if
YT # 66
JEP

® Each party P; computes v; := ¥;/¢ and takes (uj, vj, R) as its output.
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pi(x) + poly-degre(t — 1)

pi(7) i)
p(i) =3 pi(i) _op)
JEP
T, :=p(i) G

¢; == commit(7;) c;

i

T;

open(c;) = T T
m; .= DLZKP(p(7)) W
ZK Verify(m;) = 1 7 B

Vee[lbn—t—1]
J* =[x,z +t]and J*T = [z + 1,z +t+ 1]

AT = T AT0)-T;

JEJT jedz+l
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Signing

" r

Call (us, vi, R) « FLt
sk; == AP(0) - p(d)

ey =t
{wht wi?} — PMul . {u‘;‘_u-f}

LL;’Z + u'}':' = skj- v
w; = sk v+ Y wlt 4wl
JEP/{i}
2= pk—w; G
=w R
¢ += commit(I*?, T9) o
— 49
rzr:
open(e;) L (T3,1%) r2r?
rrrio
sep 7
> F? =pk
jEP

sig; == H(m) - v; + w; -7,

sig =3 sig;

i€P
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Performance of DKLs-19

® Setup: 5 rounds (key generation) + 3 rounds (“auxiliary setup”)
® Signing: 6 + [log t] rounds (only the last is online)
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Performance of DKLs-19

® Setup: 5 rounds (key generation) + 3 rounds (“auxiliary setup”)
® Signing: 6 + [log t] rounds (only the last is online)

Signing Setup
Protocol t=2 t=20 n=2 n =20
This Work 8.6 31.5 48.5 242
|GG18| i 509 - -

[LNR18| 304 5194  ~11000  ~28000
[BGG17] ~650  ~1500 - -

[GGN16| 205 1136 - -
[Lin17] 36.8 - 2435 -
[DKLs18] 3.8 - 43.4 177

Table 4: Wall-clock Time Comparison to Other Works. Note that benchmarking
environments are non-identical, but all benchmarks are networkless or over LAN.

27/27



	ECDSA
	Oblivious Transfer
	KOS Extension
	Two-party Mutliplication to Addition
	Modular Inverse Sampling
	(t,n)-ECDSA Setup
	(t,n)-ECDSA Signing
	Performance of DKLs-19 

