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ECDSA
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(t, n)-ECDSA Idea

ECDSA sign is

sig =
1

k
· H(m) +

sk

k
· rx

We will split the secret parameters of signature into t additive pieces such that

1

k
=

∑
i∈P

vi
sk

k
=

∑
i∈P

wi where |P| = t

The i ’th party knows vi ,wi and no other party knows these values.
i ’th party calculates

sigi = vi · H(m) + wi · rx
and the original signature will be

sig =
∑
i∈P

sigi

Remark

Nobady can learn the secrets sk and k in this process, only the signature is created.
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Oblivious Transfer
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The Simplest Protocol for OT - Tung Chou and Claudio Orlandi
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Beaver MtA Tecnique with OT

Protokol: İspat:
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VSOT
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Corallated OT - F ℓ
COTe fonksiyonu
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KOS (Keller, Orsini, Scholl) Setup

• KOS Setup ve KOS Extension protokolleri yukarıdaki Fℓ
COTe fonksiyonunu

gerçekleştirir.
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KOS Extension
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Why Consistency Check works?

We need to show that: z ′ = ψ′ ⊕ (∆ · w ′)

Proof:
The defination of the z , we have:

zi = v∆i
i ⊕ (∆i · ui )

and the defination of the ui , we have:

ui = v 0
i ⊕ v 1

i ⊕ w

Writing ui in the first equation:

zi = v∆i
i ⊕

[
∆i · (v 0

i ⊕ v 1
i ⊕ w)

]
We have two cases
Case 1: ∆i = 0

zi = v 0
i ⊕ 0 = v 0

i

Case 2: ∆i = 1
zi = v 1

i ⊕ (v 0
i ⊕ v 1

i ⊕ w) = v 0
i ⊕ w

Which means:

zi =

{
v 0
i if ∆i = 0

v 0
i ⊕ w if ∆i = 1

So we can write zi = v 0
i ⊕ (∆i · w)
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Why Consistency Check works?

zi = v 0
i ⊕ (∆i · w)

When we transpose zi , we have

ζj = ψj ⊕ (∆ · wj)

Multiplying by χ, we have

z ′ =
⊕
j

ζj · χj

=
⊕
j

(ψj ⊕ (∆ · wj)) · χj

=
⊕
j

(ψj · χj)⊕ (∆ · wj · χj)

= ψ′ ⊕ (∆ ·
⊕
j

wj · χj)

= ψ′ ⊕ (∆ · w ′)
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Why KOS Works?

Alice calculates:

tA := {H(j∥ζj)}j∈[1,ℓ′]

τ := {H(j∥(ζj ⊕∆))− tAj + αj}j∈[1,ℓ′]

Bob calculates:

tB :=

{
−H(j∥ψj) if wj = 0

τj − H(j∥ψj) if wj = 1

Claim: tA + tB = ω · α
Proof: We know that ζj = ψj ⊕ (∆ · wj)
Case 1: wj = 0

ζj = ψj ⊕ 0 = ψj

tAj = H(j∥ψj)

τj = H(j∥(ψj ⊕∆))− tAj + αj

Calculation of Bob:
tBj = −H(j∥ψj)

Summing two shares:

tAj + tBj = H(j∥ψj)− H(j∥ψj)

= 0

= αj · wj ( since wj = 0)
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Why KOS Works?

Case 2: wj = 1

ζj = ψj ⊕∆

tAj = H(j∥(ψj ⊕∆))

τj = H(j∥ψj)− tAj + αj

= H(j∥ψj)− H(j∥(ψj ⊕∆)) + αj

Calculation of Bob::

tBj = τj − H(j∥ψj)

= (H(j∥ψj)− tAj + αj)− H(j∥ψj)

= −tAj + αj

Summing tA and tB , we have:

tAj + tBj = tAj − tAj + αj

= αj

= αj · wj ( since wj = 1)

In both cases
tAj + tBj = αj · wj
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πℓ2PMul - Two-party Multiplication

16 / 27



Why MtA Works?

zA =

{
ai · γB,i +

∑
j

gj · z̃A,i−ξ+j

}
i∈[ℓ]

zB =

{
b̃i · γA,i +

∑
j

gj · z̃B,i−ξ+j

}
i∈[ℓ]

Summing these values,

zA + zB = a · γB + b̃ · γA +
∑
j

gj · (z̃A + z̃B)i−ξ+j

Since γA = a− ã, γB = b − b̃ we have:

zA + zB = a · (b − b̃) + b̃ · (a− ã) +
∑
j

gj · (z̃A + z̃B)

= a · b − a · b̃ + a · b̃ − ã · b̃ +
∑
j

gj · (z̃A + z̃B)

= a · b − ã · b̃ +
∑
j

gj · (z̃A + z̃B)
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= a · b − ã · b̃ +
∑
j

gj · (z̃A + z̃B)

By the property of COT, we have z̃A + z̃B = ã · β

∑
j

gj · (z̃A + z̃B) =
∑
j

gj · ã · βj

= ã ·
∑
j

gjβj

= ã · b̃ (since b̃ = ⟨g , β⟩)

Hence,
zA + zB = a · b − ã · b̃ + ã · b̃ = a · b
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= ã ·
∑
j

gjβj
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gj · ã · βj

= ã ·
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Why Consistency Check Works?

Alice calculates:

r =
∑
i

x̃i · z̃A,i + x̂i · ẑA,i , u = x̃ · ã+ x̂ · â

Bob checks that:
r +

∑
i

x̃i · z̃B,i + x̂i · ẑB,i
?
=

∑
i

βi · ui

By COT z̃A,i , ẑB ve z̃A,i , ẑB satisfy

z̃A + z̃B = ã · β, ẑA + ẑB = â · β

LHS of Bob’s equation:

r +
∑
i

(x̃i · z̃B,i + x̂i · ẑB,i ) =
∑
i

x̃i · (z̃A,i + z̃B,i ) + x̂i · (ẑA,i + ẑB,i )

=
∑
i

x̃i · ãi · βi + x̂i · âi · βi

=
∑
i

βi · (x̃i · ãi + x̂i · âi )

=
∑
i

βi · ui
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LHS of Bob’s equation:

r +
∑
i

(x̃i · z̃B,i + x̂i · ẑB,i ) =
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∑
i

x̃i · (z̃A,i + z̃B,i ) + x̂i · (ẑA,i + ẑB,i )
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=
∑
i

βi · (x̃i · ãi + x̂i · âi )

=
∑
i

βi · ui
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t-party Modular Inverse Sampling

• Each party Pi for i ∈ P samples ki ← Zq and a pad ϕi ← Zq, set these values
as ψ1

i := {ki , ϕi
ki
} and commit the pad ϕi

• For ρ ∈ ⌈log2 t⌉:

• For each pair of parties Pi ,Pj in each contiguous non-overlapping subgroup of 2ρ

parties from P, if Pi and Pj have not previously interacted during the course of

this invocation of πn,t
inv, then they send

(ψρ
i ) and (ψρ

j )

to Fℓ
2PMul, respectively, and receive

(ζρ,ji ) and (ζρ,ij ).

• Each party Pi privately computes ψρ+1
i to be the element-wise sum of its output

shares for round ρ:

ψρ+1
i :=

 ∑
j∈Pρ,i

ζρ,ji,ℓ


ℓ∈[2]

where Pρ,i ⊂ P is the subgroup with whom Pi interacted in round ρ such that
|Pρ,i | = 2ρ−1.
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Step-2 (4 Party Example)
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10 Party Example
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t-party Modular Inverse Sampling

• Each party Pi sets {ui , ṽi} = ψ
⌈log2(t)⌉+1
i and so∑

i∈P

ui =
∏
i∈P

ki and
∑
i∈P

ṽi =
∏
i∈P

ϕi

ki
.

Consistency Check:

• Each party Pi computes Ri := ui · G and commits Ri

• Upon being notified of all other parties’ commitments, each party Pj open
commitment of Rj . Then each party computes

R :=
∑
j∈P

Rj .

• Each party calculates Γ1
i := ṽi · R and commit Γ1

i .
• Upon being notified of all other parties’ commitments, each party Pj open

commitment of (ϕi , Γ
1
i ).

• Each party calculates

ϕ :=
∏
j∈P

ϕj ,

and aborts if the pad is equal to zero, or if∑
j∈P

Γ1
j ̸= ϕ · G .

• Each party Pi computes vi := ṽi/ϕ and takes (ui , vi ,R) as its output.
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i := ṽi · R and commit Γ1

i .
• Upon being notified of all other parties’ commitments, each party Pj open

commitment of (ϕi , Γ
1
i ).

• Each party calculates

ϕ :=
∏
j∈P

ϕj ,

and aborts if the pad is equal to zero, or if∑
j∈P

Γ1
j ̸= ϕ · G .
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• Each party Pi computes vi := ṽi/ϕ and takes (ui , vi ,R) as its output.

24 / 27



t-party Modular Inverse Sampling

• Each party Pi sets {ui , ṽi} = ψ
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Setup
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Signing
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Performance of DKLs-19

• Setup: 5 rounds (key generation) + 3 rounds (“auxiliary setup”)

• Signing: 6 + ⌈log t⌉ rounds (only the last is online)
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